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1. Overall Description:

SA WG2 would like to thank SA WG3 for their LS response in S2-174129/S3-171489.
In their LS, SA WG3 has indicated that “The NSSAI shall be confidentiality protected whenever a NAS security context is available (as far as regulation allows).”
In TS 23.501, based on previous LSs received from SA WG3 in S2-172650/S3-170902, which was discussed and Noted during the Busan SA WG2 and SA WG3 Joint meeting, SA WG2 has captured the following in regards to network slicing mechanism (while SA3 was still working on the related requirements):

5.15.5.4
Slice Privacy Considerations
In order to support network-controlled privacy of slice information for the slices the UE accesses, when the UE is aware or configured that privacy considerations apply to NSSAI:
· the UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context.
· the UE shall not include NSSAI in unprotected RRC signalling.
Editor’s note:
It is FFS how the UE is aware or configured that the network has privacy considerations for NSSAI information.

Editor’s note:
it is FFS whether considering slice privacy has impact on the allocation and management of the 5G GUTI and whether security considerations need to be studied by SA WG3.

It should be noted that the Busan joint meeting LS was also stating:


“Particularly, the UE temporary identifier needs to be constructed such that it does not reveal any privacy sensitive slice specific information.”

However, no action nor agreement has been taken on the temporary ID aspect, e.g. because the inclusion of a pointer to the AMF in the temporary ID is useful for fast Idle Mode to Connected Mode transitions.
SA WG2 acknowledge that when an AMF is dedicated (“isolated”) to a particular slice but the RAN is not isolated to that slice, the NSSAI and temporary ID may be correlated. 

As the NSSAI (but, currently, not the GUTI) is retained across PLMN changes, at return to an earlier visited PLMN, supplying the NSSAI in RRC signalling allows efficient selection of the AMF and does not require the core network’s Network Slice Selection Function to be configured with information on multiple “isolated” slices. This is also useful to route to the right AMF upon NSSAI change between isolated slices or to/from an isolated slice.
With regard to privacy, SA WG2 also note that the S-NSSAI may be associated to a privileged access class.
All of the above has been debated at SA2#122 and no consensus exists any longer on the need of excluding the NSSAI from RRC layer based on privacy requirements. Hence, the attached P-CR S2-175000 was agreed with the addition of this editor’s note:

“Editor's note:
This clause is to be considered Void till SA WG3 state they explicitly require omission of NSSAI from RRC layer for privacy reasons and not just as their TR 33.899 agreement “The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).”
QUESTION: SA WG2 would like to understand, so we can resolve the above Editor’s note, whether the requirement captured above in TS 23.501  are required.
SA WG2 would appreciate any further advice on privacy or security aspects for slicing, as we are approaching the stage 2 Freeze of Release 15.
2. Actions:

ACTION: 
SA WG2 kindly asks SA WG3 to provide an answer to the question above, and if necessary, additional requirements. 
3. Date of Next TSG-SA WG2 Meetings:
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